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ABSTRACT

The SITM (See-In-The-Middle) attack proposed in CHES 2020 is a type of analysis technique that combines differential
cryptanalysis and side-channel analysis, and can be applied even in a harsh environment with a low SNR (Signal-to-Noise
Ratio). This attack targets partial 1* or higher order masked block cipher, and uses unmasked middle round weakness.
PRESENT is a lightweight blockcipher proposed in CHES 2007, designed to be implemented efficiently in a low-power
environment. In this paper, we propose SITM attacks on 14-round masked implementation of PRESENT while the previous
attacks were applicable to 4-round masked implementation of PRESENT. This indicates that PRESENT has to be
implemented with more than 16-round masking to be resistant to our attacks.
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Fig. 2. Four differential patterns of PRESENT.
The orange, blue, green, and purple trails are
different differential patterns. A, B, C, and D represent
the difference. The red trail is the truncated differential
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Table 2. For each difference patterns, the
experimental results of the algorithm for finding
plaintext pairs and the key recovery algorithm.

Table 3. Comparison of the SITM attack
complexity on PRESENT
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